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tf.keras.Sequential([])
tf.keras.layers.Input (shape=(784,)),
tf.keras.layers.Dense(128),
tf.keras.layers.Dense(64), and
tf.keras.layers.Dense(10). 784

Total evaluations run: 282,624

Objective Discussion & Future Work

Develop a fault injection framework to simulate single-bit
errors in neural network weights and evaluate their
impact on model accuracy.

- Bit position 31 showed the most vulnerability to SEUs, shown by large accuracy drops. This is likely due to
its role in the exponent field of 32-bit floats.

Fig.5. Neural Network Error Propagation - Strategies for mitigation include model quantization, which reduces the number of bits used to represent

weights. This technique may potentially lower SEU vulnerability.
If a numerical fault is found in the weights of a model, this Cree_‘tels - An 8% accuracy difference between layers at this bit position suggests that faults closer to the output
2 errors that propagate down to model output & can sway predictions. layer may be more damaging. This trend requires validation across other model architectures to confirm.
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for 1 in range(w.shape[0@]):
for j in range(w.shape[1l]):

orig_val = w[i, jl.numpy() - Computational Cost & Optimization

for bit_pos in range(32):
# flip
new_val = flip_bit(orig_val, bit_pos)

« Performing 32 different evaluations per weight is computationally expensive.

- To address this, we plan to implement parallel processing using multiple GPUSs.

w.assign(tf.tensor_scatter_nd_update(w, [[i, j]l], [new_vall))

- As opposed to sequentially flipping bits, each GPU will handle a distinct subset of the weights. This will
greatly reduce total runtime & will enable larger-scale testing, especially for more sophisticated
models.

- Note: This multiprocessing workflow is under testing with simpler, one-layer models & is currently being
implemented within the MNIST models architecture.

acc_drop = float(base_acc - acc)

ACkﬂOWledgmentS weights connecting Dense Layer 1 to Dense Layer 2 are # restore . _ At scale, this bit-flipping procedure is intended for use with more sophisticated neural networks, such as
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mentorship and IU CRE ATE and Sé Ai_E for funding ,thi.s projec,:t.. relationships between those two |ayers_ Fig.6. Block of Code That Performs Flips Throughout a Layer prone environments. This enables analysis of how different neural network architecture affects it’s

susceptibility to SEUs. While transferring the fault injection logic from this models architecture to a larger
models is straightforward, difficulty arises in computational cost as number of evaluations turns from hundreds
of thousands per model to tens of millions. This speaks to the importance of developing multiprocessing
procedures.

Computational resources were provided by the Indiana University The code block above performs bit flips, throughout an entire layers

Bloomington High Throughput Computing (BHTC). This work weights.
utilized Quartz, Indiana University’s high-throughput computing cluster.
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